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	Date Received
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	Officer-in-charge
	:
	
	
	
	
	
	
	
	
	


	ALL INFORMATION PROVIDED WILL BE
HELD IN STRICTEST CONFIDENCE


	



	USEFUL NOTES


(1) Application
To assist us in evaluating your application, please provide the requested information as completely and accurately as possible. MOH reserves the right to request the applicant to amend the form or reject any incomplete application form.

You may contact the MHI Secretariat if you require information or assistance to complete the form.

Please send the completed application form (together with relevant supporting documents) via email to the MHI Secretariat at moh_mhi_secretariat@moh.gov.sg.
	

	
	(2) Structure of the Application Form

The application form consists of 6 parts : -
	

	
	Part I:
	– Organisation Data
	

	
	Part II:
	– Details of Project
	

	
	Part III:
	– Project Costs
	

	
	Part IV
	– Project Deliverables
	

	
	Part V:
	– System Architecture
	

	
	Part VI:
	· Declarations
	

	
	
	
	

	
	(3) MOH reserves the right to conduct interviews and on-site visits during the evaluation of the application and during the project implementation stage for progress monitoring.

(4) The Organisation shall undertake to agree to the terms and conditions dictated in the application form and letter of award. The Organisation, in submitting this application form, agrees to submit progress reports half-yearly and any other materials required as and when requested by MOH.

(5) The Organisation, in submitting this application form, undertakes not to divulge or communicate to any person or party any Confidential Information, including but not limited to any documents that may be forwarded from MOH to you subsequently, without first having obtained the written consent of MOH.
(6) All project members must sign the MHI Declaration Form on Conflict of Interest and state if there are any actual, potential or perceived conflict of interest(s). Please also refer to the guidelines on conflict of interest attached below:


  
	

	




	
	PART I –ORGANISATION DATA




	
1. GENERAL (Compulsory)


(a) Organisation Name (Legal Name): 


(b) Organisation UEN: 


(c) Address (Legal Address):       
         

(d) Type of Organisation: 

|_| Agency for Integrated Care (AIC)            

|_| Public Healthcare Institution          

|_| Intermediate & Long-Term Care Provider     


|_| Other Healthcare Providers (pls specify):  



	2. [bookmark: ApplicantName][bookmark: _Ref101871718]APPLICANT’S NAME


	NAME
	ROLE IN PROJECT 
(e.g. Project Manager, Developer, Collaborator)
	ORGANISATION

	
	
	

	
	
	

	
	
	

	
	
	




3. TYPE OF SUBMISSION


           |_| New submission            
                

            |_| Project has been previously submitted to MOH (Application ID):                   )







4. TYPE OF TECHNOLOGY   
        
     |_| Augmented/Virtual Reality	|_| Artificial Intelligence/Machine Learning                             


               |_| Wearable Technology          |_| Process Innovation      |_| Medical Device         



               |_| Robotics	                      |_| Mobile App                |_| Others (pls specify): 



5. TYPE OF PROJECT            
   
|_| Proof-of-Concept (POC) (applicants who wish to develop a prototype at the   conceptualisation stage)	

|_| Proof-of-Value (POV) (applicants who wish to develop a working prototype that can be adopted / commercialised by the healthcare sector / organisation)
           

|_|  Others (pls specify): 


	PART II – DETAILS OF PROJECT



1. PROJECT OVERVIEW 

	Project Name
	<Limit to 20 Characters>

	Project Type
	<New /Enhancement>

	System Criticality

	Non Govt-owned systems: <Mission Critical / Business Critical / Standard>

Govt-owned systems: <CII / SII / Non CII or SII>

	Data Classification

	<Unclassified-Non Sensitive | Restricted-Non Sensitive| Restricted-Sensitive Normal | Restricted-Sensitive High >

	Ownership

	Business Owner
	System Owner
	System Operator
	Data Owner
	Data Manager

	
	
	
	
	
	

	Project Delivery Team
	Entity / Division / Department


	Project Manager


	Project Cost for Endorsement 

	Total (S$)

	CAPEX (S$)
	One-Time OPEX (S$)

	Contingency (S$) 
(if applicable)



	Project Schedule 

	Timeline 
From MM/YYYY> to <MM/YYYY> 

	Duration
<Project must be completed within 18 months from the day the letter of award is issued by MOH>



2. PROJECT DESCRIPTION

2.1 EXECUTIVE SUMMARY
	[Limit the content to 100 words] 
[Please provide a brief summary of the project.]










2.2 PROJECT BACKGROUND AND OBJECTIVES
	[Limit the content to 300 words]
[Project Background: Describe as-is state and current challenges.]
[Project Scope: Describe objectives, to-be state covering scale and impact of project.]
[Project broad benefits (tangible and intangible) on the beneficiaries and any transformation that project is expected to fulfill.]







 
2.3 APPROACH / SOLUTION 
	[Limit the content to 300 words]
Innovativeness of Product/Solution
[Why is this product / solution unique or innovative compared to the others in the market, with mention of specific functionalities / features that benefit the organisation, end users or patients.]

Evaluation of the Product/Solution
[A high-level evaluation of the Product/Solution should be included, as well as the justification for the recommended approach. Please highlight if there are existing product/solution with similar nature / scope and how the recommended product/solution is different.]








2.4 PROJECT ROADMAP
	[Limit the content to 300 words]
[Please describe the various phases of the project and its roadmap.]







   
2.5 [bookmark: _Hlk87627146]IS THE PROJECT SUSTAINABLE?
|_|  Yes
	
|_|  No

	[Limit the content to 300 words]
[Please include information on how the project will be funded after this initial tranche, which includes:
a) WHO will fund the project after the project has been implemented (organisation, name and designation of the project sponsor (Director and above)
b) Will it be self / partially funded?]

[If the project is not sustainable, please indicate the reason(s).]




2.6 IS THE PROJECT SCALABLE?
|_|  Yes
	
|_|  No

	[Limit the content to 300 words]
[If the project is scalable, please explain how the project can be scaled, which includes organisation, name and designation of project sponsor/partner (Director and above). Most crucial to illustrate how adoption would be “nature / expected”.]

[If the project is not scalable, please indicate the reason(s).]
















	PART III – PROJECT COST



1. FUNDING REQUIREMENTS




	PART IV – PROJECT DELIVERABLES 


	
1. PROJECT OUTCOMES / KPIs 
(Please indicate at least 3 tangible outcomes /KPIs) 
	Outcomes Owner:
	(Please indicate name of owner, organisation and department. You may specify multiple owners to the KPIs.) 



	Outcome Category:
	Desired Outcomes

	Current Baseline 
(Please indicate how baseline measure is derived, as well as current cost for activity / process)
	Proposed Targets 
(Please indicate how targets and the timeframe (i.e. year, quarter or month) to when the target would be achieved)

	Financial Implications
(i.e. potential / estimated cost savings / avoidance, to time bound the figures annually or across ‘X’ years)


	
	
	
	
	

	Prime/Direct Impact of Proposed Targets on Beneficiaries


	Outcomes Owner:
	(Please indicate name of owner, organisation and department. You may specify multiple owners to the KPIs.)




	Outcome
Category

	Desired Outcomes

	Current Baseline 
(Please indicate how baseline measure is derived, as well as current cost for activity / process)
	Proposed Targets 
(Please indicate how targets and the timeframe (i.e. year, quarter or month) to when the target would be achieved)
	Financial Implications
(i.e. potential / estimated cost savings / avoidance, to time bound the figures annually or across ‘X’ years)


	
	
	
	
	

	Prime/Direct Impact of Proposed Targets on Beneficiaries



	Outcomes Owner:
	(Please indicate name of owner, organisation and department. You may specify multiple owners to the KPIs.)



	Outcome
Category

	Desired Outcomes

	Current Baseline 
(Please indicate how baseline measure is derived, as well as current cost for activity / process)
	Proposed Targets 
(Please indicate how targets and the timeframe (i.e. year, quarter or month) to when the target would be achieved)
	Financial Implications
(i.e. potential / estimated cost savings / avoidance, to time bound the figures annually or across ‘X’ years)


	
	
	
	
	

	Prime/Direct Impact of Proposed Targets on Beneficiaries


	Note:
a) Refer to attached pdf on framework that guides the articulation of outcomes/benefits that are monetary or non-monetary.
b) Outcome owners should ensure there would be funding available to measure and monitor the achievement of the project outcomes when the project is implemented.

 




2. EXIT CONDITION
	[Limit the content to 300 words]
[Conditions / performance threshold that would trigger termination of project. E.g.project unable to meet X% of target.]








 


	


	PART V – SYSTEM ARCHITECTURE 



1. SOLUTION COMPONENTS
	S/N
	System / Application / Hardware[footnoteRef:2] [2:  Indicate component type with one of the following “System”, or “Application”, or “Hardware”.] 

	Name & Purpose
	Buy / Build/ Extend[footnoteRef:3] [3:  Indicate “Buy” for purchasing new components or subscribing to commercial cloud service or “Build” for developing a capability or “Extend” when making changes on top of an existing component.] 

	Hosting Location[footnoteRef:4] [4:  Specify hosting location as “HCC” (H-Commercial Cloud), “HPC” (H-Private Cloud), “HDC” (H-Data Center Co-location) or “LDC” (Local Data Centre) or “CC” (Commercial Cloud) or “GCC” (Govt Commercial Cloud) or “GDC Segregated” or “GDC Hosted” (Govt Data Center) or specify any other actual hosting site.] 

	Standard / Non-Std[footnoteRef:5] [5:  Indicate “Standard” if the component is under IHiS Technology Roadmap, otherwise indicate as “Non-Std”.] 



	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	



2. DATA MANAGEMENT – OVERALL TECHNICAL CONTROLS (REQUIRED FOR DATA CLASSIFIED AS SENSITIVE, NORMAL AND ABOVE)
	
	Overall Technical Controls to secure the dataset
(Remove non-applicable controls)

	Authentication

	· IPSEC VPN authentication
· User account and password authentication
· 2FA authentication using SingPass/ CorpPass/ SGID
· Server side authentication with digital certificates
· Mutual authentication between source and destination digital certs using TLS 1.2
· Others (elaborate)

	Data in Transit

	· Leased line AES256 encryption between Source and Destination sites
· Data is encrypted using TLS 1.2 when sent between Source and Destination system (e.g. HTTPS, SFTP)
· Others (elaborate)

	Data at Rest

	· Application-level encryption of data using AES 256
· SQL/ Oracle database TDE encryption
· File based encryption
· DAM monitoring of DB activities
· Endpoint detection – use of SEP, ATP or EDR agents
· Others (elaborate)






 
3. DATA MANAGEMENT 
Version 2.1		Page 2 of 2

Version 2.2		                                   Page 2 of 2


	Data Groups[footnoteRef:6]  [6:  Categorize data into “Unclassified”, “Personal Identifiable Info” (PII). “Clinical Info”, “Genomic Info”, ”Health/Social Info“, “Sensitive Clinical Info”, “Sensitive Genomic Info” or “Sensitive Health/Social Info”.
List down data elements in the data group.
Identify the network zones storing these data: “Intranet Web Tier”, “Intranet App Tier”, “Intranet DB Tier”, “Internet Web Tier” “Internet App Tier”, “Internet DB Tier” or others.
List the technical controls used to secure the data.
No of years of data that will be stored within the system, in backup & archive media and in the Data Warehouse (if any).] 

	Data Element2

	Storage Zone3

	Technical Controls4

	Within System
(years)5

	Backup & Archival
(years)5

	Data Warehouse (years)5


	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



4. SOLUTION INTERFACES


	S/N
	Interface From
	Interface To

	Operation & Data Elements[footnoteRef:7] [7:  Describe the purpose of the interface followed by the data subjects sent with reference to the Data Management in Table 3.] 

	Protocol & Port No[footnoteRef:8] [8:  Specify the protocol which would be used for the interfacing such as SFTP, HTTPS, LDAP, HL7, etc.] 


	Daily Txn Load & ave payload size[footnoteRef:9] [9:  Provide the estimated median/average load per day. Include the average message payload.
] 

(Optional)


	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	





  
5. DETAILED SOLUTION ARCHITECTURE DIAGRAM

	[Detailed application architecture diagram highlighting the solution components with their hosting location and system interfaces with port numbers between them. Highlight what is in scope in the diagram as well as the new and/or changed components. Indicate if solution is leveraging / residing on any common infrastructure.]












6. RESPONSIBILITY FOR NON-FUNCTIONAL REQUIREMENTS  

	Implementation Task
	Agency/
Vendor/Use*

	
	Operational Task

	Agency/
Vendor/
Use*

	Secure Code Review

	
	
	User Provisioning
	

	Data Migration

	
	
	User Access Matrix Review
	

	Integration Test
	
	
	End of Support Review

	

	Load Test

	
	
	Audit Log Review 

	




	Penetration Test

	
	
	App Health Check[footnoteRef:10] [10:  Indicate responsible party for every application.] 

	

	Operation Acceptance Test

	
	
	L1 Support (Helpdesk)

	

	End-to-End DR Testing
	
	
	App L2 Support1

	

	
	
	
	App L3 Support1
	

	
	
	
	App Patch Management1
	

	
	
	
	System L2 Support[footnoteRef:11] [11:  Indicate responsible party for every system.] 

	

	
	
	
	System L3 Support2
	

	




	
	
	System Patch Management2
	


   



Note:
* Indicate the agency department/team, vendor, or business department/team who are responsible for the task.
7. [bookmark: _Hlk86167998]RISK MANAGEMENT

	S/N
	Risk Description
	Gross Risk Rating 
(Likelihood, Consequence)#
	Avoidance & Mitigation2

	Residual Risk Rating
(Likelihood, Consequence)#

	Implementation Risk 

	1
	
	
	
	

	Security Risk 

	1
	
	
	
	

	Technology Risk 

	1
	
	
	
	







How to fill in:   
1. Use the Solution Risk tool for Technology and Implementation risks. Select those that apply to your solution and refine by stating the actual source, e.g. name of the non-standard component. Include others not found in the list as well.
2. Review the risk description and refine.  
3. Use the likelihood and impact guide to calculate gross risk. 
4. Review the suggested avoidance and mitigation and select those that are feasible and will be implemented for your project.
5. Use the likelihood and impact guide to calculate the residual risk.
6. For Security risks, use the entities’ existing risk methodology to fill in.

Notes
# Input format: Risk Rating (Likelihood, Consequence). e.g. H (3,4)
Risk rating = “Very High” (VH), “High” (H), “Medium” (M), “Low” (L) 
Likelihood = Range of 1 (Low) to 5 (High)
Consequence = Range of 1 (Low) to 5 (High)


8. DETAILED PROJECT SCHEDULE 

	[Insert the project schedule. The schedule should detail the project works with the expected time duration and any interdependency between the works. Also indicate the check points in the project schedule for any key milestones and deliverables.]








9. PROJECT COMMITTEE
	[bookmark: _Hlk101870048][Provide a high-level view of the committee that will oversee or guide the project planning and implementation.]









	Contact Person (Business Contact Information)

		





             ________________     
Name:					     Designation:






	         
Telephone Number:			               Email Address:
							


 


	PART VI – DECLARATIONS 

	
1.  I declare that the information provided by me in this application and the accompanying documents are true and accurate to the best of my knowledge, and that the Organisation is free from any litigation pertaining to the project in Singapore or overseas.

2.  I agree that MOH shall have the absolute discretion to accept or reject the application made without being liable to give any reason thereof.

3.  I understand that if the Organisation obtains the offer of a funding by false or misleading statements, MOH may withdraw the grant and recover immediately from the organisation any amount of the grant that may have been disbursed.


  





     Signature of CEO (or equivalent)##		



       
        Name: 				




     Email Address:
 



     Date: DD/MM/YYYYY

# Please delete and indicate accordingly 
#  E-signatures are accepted
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[bookmark: _Hlk101864529]MOH Health Innovation (MHI) Application Form 

Declaration Form 



		This Declaration Form should be completed by each member participating in the project. In submitting the MHI Application Form, the project members, collaborators and Host Institution/Healthcare Cluster undertake on the grant award to:



1. Declare that all information is accurate and true.

2. [bookmark: _Ref101862995]Declare if he/she has any conflicts of interest(s).









Disclosure of Conflict of Interest Related to Project

		Date of Declaration:

		







The following signatures must be obtained by all project members mentioned in MHI Application Form.



		NAME

		

CONFLICT OF INTEREST

If there is any conflict of interest, please describe it and your plan to manage the conflicting interest.

(If not applicable, please state NIL in the box provided)

		SIGNATURE 

(Electronic signature is acceptable)



		







		

		



		







		

		



		







		

		



		

		

		



		

		

		



		







		

		















		MOH Health Innovation (MHI) Application Form – Declaration Form on Conflict of Interest

Version 4.1

		Page 3 of 3
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MOH Health Innovation (MHI) Fund
Guidelines on Conflict of Interest

Guiding Principles

1.

All members involved in the project must ensure that the project integrity is never
compromised by the pursuit of personal gain, interest or advantage. The robustness and
validity of the project may be called into question if biases of any form arise that could affect
the planning, conduct, analysis and reporting of the project.

Actual or potential conflicts of interest may arise when the personal or family interests and
loyalties of the project personnel conflict with the interests of relevant parties, including
MOH/MHI, Host Institution, Third Party Collaborators, sponsors, regulators, publishers and
human subjects or patients.

Some conflicts of interest may lead to undesirable outcomes, such as (but not limited to):

3.1. biased judgments (for instance, in selection of human subjects for enrollment, care
provided to subjects, and use of subjects’ confidential health information), resulting in
loss or harm to the human subject;

3.2. biases in study design, data collection and analysis, adverse event reporting, or
presentation and publication of project outcomes;

3.3. impression of perception of improper action of some or all parties concerned.

Examples of Situations where Conflict of Interest might occur
Financial Conflict of Interest

4.

Financial conflicts of interest may potentially arise in the following situations (which are not

exhaustive):

4.1. Receipt of incentive payments or payment per human subject enrolled;

4.2. Receipt of significant payment of any sort (such as grants, compensation in the form of
equipment, retainers for ongoing consultation, or honoraria) to support activities
exclusive to the costs of executing the project, or for any other purpose not directly
related to the reasonable costs of executing the project;

4.3. Receipt of compensation in any form that may be affected by or dependent on the
project outcome;

4.4. Entitlement to Intellectual Property rights over, or proprietary interests in, the
innovative product, including patents, trademarks, copyrights, or licensing agreements;

4.5. Equity interest in other sponsors of the project.

Non-Financial Conflict of Interest

5.

Non-financial conflicts of interest may potentially arise in the following situations (which are

not exhaustive):

5.1. Benefits or advantages, such as enhancement of an individual’s career, education or
professional reputation;

5.2. Privileges, such as access to privileged information, or free or discounted access to
resources (such as services or facilities).

Responsibilities on Conflict of Interest

6.

It is the responsibility of the project members to identify and disclose to the Host Institution
all Conflicts of Interest, whether actual, potential or perceived. Where there is uncertainty as
to whether an interest could result in a conflict, project members should err on the side of
caution and disclose that interest for review by the Host Institution.

It is the responsibility of the Host Institution to put in place comprehensive policies and
procedures to ensure that the project members do not put themselves in a position or
potential position of conflict of interest in relation to the project, and to assess and address
such conflicts if they do or potentially do arise.

MOH Health Innovation (MHI) Fund — Guidelines on Conflict of Interest page 10of2
Version 1.0





MOH Health Innovation (MHI) Fund
Guidelines on Conflict of Interest

8. At aminimum, the Host Institution’s Conflict of Interest policy and procedures should —

8.1.
8.2

8.3.

8.4.

8.5.

8.6.

be clear and unambiguous, transparent and readily accessible to all project members;
determine what is a Conflict of Interest situation that is required to be disclosed (conflicts
of interest that may have an impact on human subjects should, however, always be
required to be disclosed);

determine when disclosure of Conflict of Interest is most timely, and require project
members to provide updates and disclosures at regular intervals and as and when there
are relevant changes in circumstances (such as, but not limited to, when new
Collaboration Agreements are entered into, or existing ones modified);

include possible follow-up action that may be taken to examine and to address conflict,
where necessary;

always prohibit payment or the giving of other incentives, or promises or offers of
payment or the giving of other incentives (for instance, from a sponsor to a member of
the project) that are conditioned upon a particular project outcome or tied to a
successful project outcome;

be consistently applied and enforced through effective remedies and sanctions.

9. The Host Institution shall keep clear, comprehensive and updated records of Conflicts of
Interest that had been reported to it and which it had dealt with in relation to the project.

10. Where requested, the Host Institution shall make its Conflict of Interest policy available to
MOH/MHI.

MOH Health Innovation (MHI) Fund — Guidelines on Conflict of Interest page 20of 2
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A. CAPEX (including GST)

S/N Description Actual Unit 

Cost (S$)

Actual 

Quantity 

Units 

Justification Cost (S$)

1 0

2 0

3 0

4 0

5 0

Sub-total 0

B. One-Time OPEX (including GST)

S/N Description Actual Unit 

Cost (S$)

Actual 

Quantity 

Units 

Justification Cost (S$)

1 0

2 0

3 0

4 0

5 0

Sub-total 0

C. Contingency (including GST) (if applicable)

S/N Description Amount (S$) Cost (S$)

1 CAPEX 0

2 One-Time OPEX 0

0

Total (A+B+C): S$ 0

Justification

Sub-total



Total Funding Request (A+B+C): 

S$

(including GST)


Microsoft_Excel_Worksheet.xlsx
Sheet1

		Total Funding Request (A+B+C): S$
(including GST)				0



		A. CAPEX (including GST)

		S/N		Description		Actual Unit Cost (S$)		Actual Quantity Units 		Justification		Cost (S$)

		1										0

		2										0

		3										0

		4										0

		5										0

										Sub-total		0



		B. One-Time OPEX (including GST)

		S/N		Description		Actual Unit Cost (S$)		Actual Quantity Units 		Justification		Cost (S$)

		1										0

		2										0

		3										0

		4										0

		5										0

										Sub-total		0



		C. Contingency (including GST) (if applicable)

		S/N		Description		Amount (S$)		Justification				Cost (S$)

		1		CAPEX								0

		2		One-Time OPEX								0

								Sub-total				0



										Total (A+B+C): S$		0
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MINISTRY OF HEALTH
SINGAPORE

Framework






Articulation of Project Outcomes/KPIs
- Framework and Guidelines to articulate KPIs

1. Indicate Three to Five tangible outcomes (across the following
Outcome Categories) that the project targets to achieve:

a. Business and adoption outcomes
(1) Manpower Productivity (4) Population Health/Preventive Health
(2) Clinical/Care Effectiveness, (5) IT Security/Resiliency
(3) Process/Operational Improvements (6) Adoption/Engagement

b. Systems decommissioning outcomes
In the case of a new system to replace an existing system(s), decommissioning
of the existing system(s) and the resultant cost savings should be included as a
Project Outcome.

(7) Systems Decommissioning & Cost Savings

CONFIDENTIAL - Copyright © Ministry of Health, Singapore s NG






Articulation of Project Outcomes/KPIs
- Framework and Guidelines to articulate KPIs

2. Outcomes and KPIs should be SMART — Specific, Measurable,
(incremental benefit must be measurable), Achievable (within the
parameters of the project), Realistic and Time-bound (i.e. the period of
the project). Do not indicate the IT deliverables here.

3. Indicate the unit of measure to be used for the targets/KPIs (e.g. days,
hours, percentage) to measure the success of the outcomes and
indicate the baseline, target and timeframe (i.e. year, quarter or month)
to when the target would be achieved. Please refer to the following few
slides for sample KPI examples for the various Outcome Categories.

CONFIDENTIAL - Copyright © Ministry of Health, Singapore. All rights reserved.






Outcomes Categorising and KPI Examples (1 of 3)

Outcome

Categories

Categories Description

KPI Examples

1) Manpower
Productivity

a) Manpower savings and reductions or
reconfigured job scopes to encourage
top-of-license practice

a) Reduced man-hours, reduced staff, reduced
manpower costs

2) Clinical /
Care
Effectiveness

a) Improved care quality and patient safety,
better clinical compliance to guidelines /
protocols

b) Improved health outcomes

c) Better optimisation of healthcare
utilisation / practises, improved
healthcare value through the delivery of
appropriate yet cost-effective care

a) Reduced errors / adverse events, reduced re-
works, higher rate of clinical compliance / improved
compliance with medication

b) Lesser infections, decreased number of
complications, reduced diseases rates, shorter
time to recovery;

¢) Reduction in unnecessary tests / treatments / visits
/ admissions / average length of stay, increased in
number of patients right-sited, lower cost of care to
achieve desired health outcomes

3) Process /
Operational
Improvements

a) Process optimisation and efficacy from
streamlined operations and practices,
resulting in better, timelier and seamless
patient experience, integrated and
seamless care between care providers
across the care settings

b) Increased capacity, throughput,
utilisation from automation

c) Operational savings such as improved
use of space, optimisation of IT systems
running cost

a) Shorter turnaround time to patient services,
reduction in waiting time, shorter turnaround time
to admission / discharge / registration, shorter time
to transit patients across care settings, shorter time
for patients to receive care / services in the
community

b) Higher throughput, higher equipment / system
utilisation, higher ROI from increased volume /
transactions / load

c) Increased cost savings through optimised space
usage, lower operating cost of IT systems

CONFIDENTIAL - Copyright © Ministry of Health, Singapore. All rights reserved.
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Outcomes Categorising and KPI Examples (2 of 3)

Outcome
Categories

4) Population
Health /
Preventive
Health

Categories Description

Better understanding and analysis of our

population to deliver health promotion and

preventive care programmes

a) Greater insights to our population such
as population health index / nation
disease rates / health trends &
indicators

b) Improved the health of our population
through effective delivery of health
promotion programmes / preventive
health programmes

KPI Examples

a) Increased population health statistics and insights
such as number of risk profiles / genomic profiles,
healthcare trends / patterns for disease prevention
/ surveillance, increased predictive models that are
accurate

b) Higher uptake numbers of health screening
tests/programmes and follow-ups for abnormal
results

c) Improved health index for population such as % of
population with healthy lifestyle and behaviors,
reduced disease rates for the nation, reduced
disease outbreaks

d) Improved quality of life for population such as
Disability-Adjusted Life Year (DALY), Quality-
Adjusted Life-Year (QALY) or other quality of life
measures

CONFIDENTIAL - Copyright © Ministry of Health, Singapore. All rights reserved.






Outcomes Categorising and KPI Examples (3 of 3)

Outcome
Categories

5) IT Security /
Resiliency

Categories Description

a) Strengthen IT security defenses, in
compliance to the requirements of the
current Healthcare IT Security Policy

b) Improved on IT resiliency to ensure
robustness, continuous access and
optimisation of infrastructure and
solutions, in compliance to the
requirements of the business service
levels

(Note that it is an underlying requirement
to meet and comply with the requirements
of IT Security & Resiliency)

KPI Examples

a) Reduced security threats / attacks / risks, reduced
unauthorised access, reduced audit findings

b) Reduced downtime / higher uptime / availability
from failures, reduced redundancy / higher
efficiency / performance of systems, faster system
recovery, decreased / zero data loss

6) Adoption /

a) Users adoption rates or deployment plan

a) Number of sites deployed, number of active users

Engagement by the phases or timeline b) Number of new account sign up, number of active
b) Engagement or outreach rates in terms accounts, number of sign-in, number of
of increased participation and usage transactions, number of services purchased,
rates number of downloads
7) Systems a) Decommissioning of the existing a) Number of systems/apps to be decommissioned
Decommissio system(s) or application(s) that would be (Please also indicate the system/app names and
ning & Cost replaced once the project is estimated decommissioning timeframe)
Savings implemented, and the associated cost b) Annual Opex cost savings, based on their current

savings.

maintenance costs
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Examples For lllustration Purpose

Project Outcomes — 1) Manpower Productivity

Current Baseline
(Please indicate how baseline measure is
derived, as well as current cost for activity /
process)

Proposed Targets

(Please indicate how targets and the

timeframe (i.e. year, quarter or

month) to when the target would be

achieved)

Financial Implications
(i.e. potential / estimated cost
savings / avoidance, to time
bound the figures annually or
across ‘X’ years)

Outcome Desired
Category Outcomes
Manpower Reduction in
Productivity time on
tracking of
inventory

a) 1000 hours (in total) for 5
inventory staff to perform stock
counts and replenish stocks per
month

b) 50 hours to manually track stock
expiry per month

« Current Manpower cost for these
activities per year = 1050 hours x
$15 (per hr blended inventory staff
rate) x 12 months = $189, 000

Prime/Direct Impact of Proposed Targets on Beneficiaries
Elimination of manual processes (e.g. counting in the supplies) and reducing workload of inventory staff as well as enhanced tracking
and management of stock level of supplies.

a)

b)

In first 2 years of
implementation (by FY19
Q4), to reduce 60% time or
600 hours (in total) per
month with RTLS stock
tracing & bin top up
concept. From 3 year
FY20 Q1 onwards, to
reduce 95% time or 950
hours (in total) per month

Upon implementation
(FY18 Q4), to reduced 98%
time or 49 hours per month
to track expired stocks

Potential cost savings in
manpower per annum =
999 hours x $15 (per hr
blended inventory staff
rate) x 12 mths =
$179,820

Potential cost savings in

manpower across first 3

years - $413,460

* Year 1 - 649 hours x
$15 x 12 months =

$116,820
e Year 2 —same as
Year 1

* Year 3 —999 hours x
$15 x 12 mths =
$179.820
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Examples For lllustration Purpose
Project Outcomes — 2) Clinical / Care Effectiveness

e . — P_ro_posed Targets I_:inancia_ll Imp_Iications
Outcome Desired (Please indicate how baseline measure is (Plgase |nd|ca'§e how targets and the  (i.e. _potentlal /_ estimated _cost
Category Outcomes derived, as well as current cost for activity / timeframe (i.e. year, quarter or savings / avoidance, to time
process) month) to when t_he target would be bound the flngJr(’es annually or
achieved) across ‘X’ years)
Clinical / Reduction in a) Estimated that 2% of the a) Builtin algorithms to Potential cost savings of
Care unnecessary investigative tests are duplications prompt duplicated / reducing unnecessary
Effectiveness  (duplicated/ / unnecessary redundant investigative investigative tests by
redundant) tests to reduce 2% per year
investigation « Annual workload for top 10 tests unnecessary tests by 2% = 2% x 500,000 load x
tests are 500,000 annually upon $10 (average price for
» Average price for the top 10 tests implementation, by FY18 top 10 test) = $100,000
is $10 Q1

Prime/Direct Impact of Proposed Targets on Beneficiaries
Clinical decision support will help to prompt and deter ordering of duplicated investigation tests that incur additional expenses on

patients’ part and increase laboratory workload.
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Project Outcomes — 3) Process / Operational Improvements

Cuie Beseline P_ro_posed Targets Financia}l Imp!ications
Outcome Desired (Please indicate how baseline measure is (PIieizranssf:gsr:gegeehO\év;?rglf;srt:rngrthe (gz\'/i% Ot:?g\alléigzz(laﬁdﬁﬁzt
Category Outcomes derived, as well as current cost for activity / e T thye ta,r;et would be  boun dgthe e an1nually or
process) : R
achieved) across ‘X’ years)
Process / Reductionin 80% of the patients are served within  + By FY18 Q1, 80% of the <to provide potential
Operational patient waiting 60 minutes and 20% of the patients patients are served within savings >
Improvement  time with are served within 90 minutes. 15 minutes which is 45
S more timely minutes faster
and seamless « By FY18 Q1, 20% are
patient served within 30 minutes, 60
services minutes faster.

Prime/Direct Impact of Proposed Targets on Beneficiaries
Deliver a more seamless and hassle-free patient experience through IT automation. Patients are served more timely.

Process / Increased Fulfill on average of 10,000 outpatient By FY18 Q1, to increase <to provide potential
Operational capacity with prescription orders per day. capacity by 30% with same savings >
Improvement  pharmacy staff strength -

S automation Fulfill on average 13,000

prescription orders per day,
3000 orders more than
previous times

Prime/Direct Impact of Proposed Targets on Beneficiaries
Enhanced efficiency to process the prescription orders and dispense the medications faster and accurately with zero near misses.

—
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Examples For lllustration Purpose

Project Outcomes — 4) Population Health / Preventive Health

Current Baseline

Proposed Targets
(Please indicate how targets and the
timeframe (i.e. year, quarter or
month) to when the target would be
achieved)

Financial Implications
(i.e. potential / estimated cost
savings / avoidance, to time
bound the figures annually or
across ‘X’ years)

Outcome Desired (Please indicate how baseline measure is
Category Outcomes derived, as well as current cost for activity /
process)
Preventive Increased Average number of new patients
Health screening for referred to weight management clinic
obesity each year in Hosp A = 2,000
condition to
refer to weight
management
clinic

Prime/Direct Impact of Proposed Targets on Beneficiaries

By FY18 Q1, to screen and
identify 50% more patients with
BMI greater and equal to 35 to
be referred to weight
management clinic= 0.5 X
2,000 = 1,000 more patients.

Potential cost savings,
with reference to
literature study, Bariatric
Surgery for obesity
patients can lead to
savings of 13,000 over
a lifetime and generated
additional 0.8 years of
life and 4.1 quality-
adjusted life years per
patient.

Increased screening of obesity patients to refer to weight management clinic for targeted delivery of treatments (e.g. Bariatric

surgery) or interventions to reduce obesity.
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Examples For lllustration Purpose

Project Outcomes — 5) IT Security / Resiliency

Proposed Targets Financial Implications

Current Baseline (Please indicate how targets and the  (i.e. potential / estimated cost

Outcome DEEIIER (FlEEE2 el e DSl (EEElB timeframe (i.e. year, quarter or savings / avoidance, to time
Category Outcomes derived, as well asrglégse:)t cost for activity / month) to when the target would be bound the figures annually or
P achieved) across ‘X’ years)
IT Resiliency  Improve the Average availability of the systems = By FY18 Q1, to maintain <To calculate the
availability of 95% availability of 99.9% up time of  potential loss of revenue
systems systems. (which could be

through

virtualisation

of data
centers

avoided) with system
downtime causing
disruptions to hospitals’
operations>

Prime/Direct Impact of Proposed Targets on Beneficiaries
Virtualisation of data centers for significant reduction in unplanned downtimes, and minimises disruptions to hospitals’ operations and

to achieve an overall system up-time / availability to 99.9%.

CONFIDENTIAL - Copyright © Ministry of Health, Singapore. All rights reserved.






Project Outcomes — 6) Adoption / Engagement

Outcome
Category

Current Baseline
(Please indicate how
baseline measure is

derived, as well as current
cost for activity / process)

Desired Outcomes

Proposed Targets
(Please indicate how targets and the timeframe
(i.e. year, quarter or month) to when the target
would be achieved)

Financial Implications
(i.e. potential / estimated cost
savings / avoidance, to time
bound the figures annually or
across ‘X’ years)

Adoption
rates

100% inpatient
wards adoption in 3
years of deployment
(Year 2018 to 2020)

Prime/Direct Impact of Proposed Targets on Beneficiaries

NA

By FY18 Q1 — to deploy to 50% of the
inpatient wards

By FY19 Q1 - to deploy to 80% of the
inpatient wards (cumulative)

* By FY20 Q1 - to achieve 100%
adoption of the inpatient wards
(cumulative)

Engagement
or Outreach
rates

Citizens’ sign ups
and number of
transactions in first 2
years of deployment

Prime/Direct Impact of Proposed Targets on Beneficiaries

NA

* By FY18 Q1 — to achieve more than
10,000 citizens’ sign-ups in total, with
5000 transactions per day

* By FY19 Q1 — to achieve more than
60,000 citizens sign-ups in total, with
10,000 transactions per day
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Project Outcomes — 7) Systems Decommissioning & Cost

Proposed Targets
(Please indicate how targets and the
timeframe (i.e. year, quarter or
month) to when the target would be
achieved)

Financial Implications
(i.e. potential / estimated cost
savings / avoidance, to time
bound the figures annually or
across ‘X’ years)

Savinags
e o
Current Baseline
Outcome Desired (Please indicate how baseline measure is
Category Outcomes derived, as well as current cost for activity /
process)
Systems Decommissio  Current cost of maintaining [system
Decommissio  ning of name].
ning & Cost [system
Savings namej FY16 Opex for [system name]:

« Software: $xx

e Hardware: $xx

* Professional Services: $xx
 IHiS Manpower: $xx

» H-cloud Hosting: $xx

Prime/Direct Impact of Proposed Targets on Beneficiaries

By FY18 Q1, to decommission
[system name].

<Annual cost savings

from decommissioning
[system name], based
on the latest available
Annual IT Opex.>

Ensuring that systems that have been superceded by new systems are decommissioned, with cost and manpower savings as well as

reduction in security and resiliency risks.
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Template on Project Outcomes

Outcomes Owner: (Please indicate name of owner, organisation and department. You may specify multiple owners to the KPIs.)

Current Baseline

Outcome ; (Pleage indicate hqw
T Desired Outcomes baseline measure is
ety derived, as well as current

cost for activity / process)

Proposed Targets
(Please indicate how targets and the timeframe
(i.e. year, quarter or month) to when the target
would be achieved)

Financial Implications
(i.e. potential / estimated cost
savings / avoidance, to time
bound the figures annually or
across ‘X’ years)

Prime/Direct Impact of Proposed Targets on Beneficiaries

Current Baseline

Outcome . (Pleas_e indicate hqw
SR Desired Outcomes baseline measure is
ety derived, as well as current

cost for activity / process)

Proposed Targets
(Please indicate how targets and the timeframe
(i.e. year, quarter or month) to when the target
would be achieved)

Financial Implications
(i.e. potential / estimated cost
savings / avoidance, to time
bound the figures annually or
across ‘X’ years)

Prime/Direct Impact of Proposed Targets on Beneficiaries
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Solution Risks Tool.xlsx
Introduction

				Introduction

				Objective

				This tool is meant to help project teams to identify the implementation and technology risks.





				Cybersecurity risks:  Do not use this tool. Use the entities’ existing risk methodology to fill in.





				How to use

				1. Review the "Source of Solution Risk", and select those that apply to your solution.  Refine by stating the actual source, e.g. name of the non-standard component.

				2. Review the risk description and refine.  

				3. Use the likelihood and impact guide to calculate gross risk. 

				4. Review the suggested avoidance and mitigation and select those that are feasible and will be implemented for your project.

				5. Use the likelihood and impact guide to calculate the residual risk.







Risk Samples

						Source of Solution Risk		Risk Description		Avoidance (A)  & Mitigation (M)

		A		Components

		A		1		Non-standard OS or middleware components		Extended outage due to lack of skilled internal resources or poor configuration		(A) Use equivalent standard components.
(M) Vendor has sufficient skilled resources to support.  There is evidence of this from the vendor's recent projects.  This resourcing will be reviewed periodically.
(M) Purchase premium support from product principal.

		A		2		Open source platform components		Extended outage due to lack of support; 		(A) Use well established, commercially supported equivalents.
(M) Vendor or internal team has sufficient skilled resources to support.  The budget has been revised upwards to support this.  The resourcing will be reviewed periodically. 
(M) Establish periodic monitoring of community support forum for patches and EOS.  Establish patching cycle and monitoring of compliance to patch cycle. 

		A		3		Open source with copyleft		Unable to meet copyleft licensing obligations; cost and risk to replace if component cannot be used		(A) Purchase well established, commercially supported equivalent.
(A) Vendor will take up this obligation, and indemnify us.
The vendor's mechanism for meeting the obligations has been reviewed.  The mechanism will be reviewed periodically as well.  

		A		4		Components embedded in appliances		Extended outage due to lack of support		(A) -
(M) Vendor will provide support for these components.  There is evidence that vendor has done so from vendor's recent projects. 

		A		5		Application COTS with poor support history		Extended outage due to poor vendor support		(A) Purchase alternative COTS with better support history.
(M) Purchase premium support from product principal.
(M) Build competency internally through training, certification and implementation experience.  Periodically review adequacy of internal capability. 
(M) Limit or gradually scale down the deployment for this system.

		A		6		Small, boutique application COTS vendor		Critical defects or enhancements not addressed due to vendor exit; loss of data		(A) Procure a turn-key solution from an established vendor. (This is for systems that do not have special tech innovations, and are not clinically specialised.)
(M) Obtain take over rights in the event of vendor exit.  
(M) Periodically extract all business data in a vendor-independent format, and store securely. 
(M) Limit or gradually scale down the deployment for this system. 

		A		7		EOS, or impending EOS components		Critical defects not addressed; extended outages due to lack of support		(A) Upgrade to latest stable supported versions.
(A) Purchase extended support.  Budget has been obtained.
(M) Purchase support for incidents from vendor.

		A		8		Large custom build; or new product developed by vendor		High defect rate for first year		(A) Use a commercially proven low-code platform.  The implementation team has proven competency with this platform.  
(M) The vendor/internal team has strong competency with a proven framework and will use this.   The vendor/internal team will continually review and strengthen this competency. 
(M) Obtain the source code and rights to update for own use. 
(M) Wrap and re-use existing stable application code.
(M) The technical lead has previous experience with a custom build project of similar scale. 
(M) The system will be thoroughly tested, and budget has been sized accordingly for test & break-fix resources, including external QA. 


		A		9		Extensive customisation of business COTS		High defect rate in first year; costly and risky upgrades in subsequent years		(A) Use an alternative COTS that has close fit (at least 70%) with the business requirements.   
(A) Users agree to modify or drop use-cases to minimise customisation. 
(M) Limit customisation to less than 30% of the functionality, ensure that customisations comply with product principal's guidelines, and ensure that customisations are endorsed by the product principal. 
(A) Product principal will implement the customisations and incorporate into the supported base product. 
(M) The technical lead has previous experience with customisations of this product at a similar scale. 
(M) The system will be thoroughly tested, and budget has been sized accordingly for test & break-fix resources, including external QA review.

		A		10		Special hardware devices in DC		Insufficient DC capacity		(A) The space, power and cooling requirements have been reviewed and accepted by the Infra team. 
(A) Use the software equivalent offered by the vendor
(M) -

		A		11		Large compute, storage, bandwidth		Performance impact or outage due to insufficient provisioning		(A) Compute, storage and bandwidwth requirements have been reviewed and accepted by the Infra team, and procurement for all shortfalls have been factored into the schedule and budget. 
(M) The business & tech requirements have been stripped down with user's agreement to reduce compute, storage, bandwidth. 
(M) Performance testing for peak volume and throughput will be conducted to verify the capacity provided, and uplift if necessary. 

		A		12		Non-standard hosting location		Extended outage due to overstretched support or gaps in monitoring		(A) Host all critical parts of the system in a standard hosting location.
(M) Provide additional budget and manpower for each infrastructure tower to cover the non-standard location.
(M) Extend infrastructure and application monitoring capabilties to the non-standard location.
(M) Vendor provides infrastructure and application monitoring capabilities in the non-standard location, and has been proven to meet SLAs. 

		B		Interfaces

		B		1		Non-standard or proprietary protocol		Extended outage or prolonged defects due to lack of skilled internal resources or poor configuration		(A) Use standard protocol alternative from vendor. 
(M) Vendor to provide configuration documentation, troubleshooting guide and training to IHIS support team.  

		B		2		High peak volume		Poor performance of upstream or downstream systems due to insufficient provisioning		(A) Plan and budget for the uplift of capacity on upstream and downstream systems.  Plan and budget for performance test on the downstream/upstream systems to validate the sufficiency. 
(A) Redesign the application to filter or reduce the interface volume.  
(M) Implement throttling when interface rates / sizes reaches safe thresholds.  Buffer the messages that exceed the threshold. 
(M) Implement monitoring and alerts when interface rates / sizes reach thresholds

		B		3		Batch interfaces		Functional failure because data is not in time or incomplete.		(M) Decouple the data dependency by showing both the date-timestamp of the input data as well as the date-timestamp of the batch run to the user.  
(M) Implement monitoring and alerts for batch job completion and transfers.  
(M) Implement input checks, notification and graceful exit when data is not available. 

		B		4		Real-time interface		Transaction failure, services unavailable/slow when downstream system are unavailable/slow		(A) Use message queue technology instead. 
(M) Implement timeouts and bypass mechanism, so that service can continue after a reasonable wait. 
(M) Implement asynchronous interface so that system is less sensitive to downstream slowness.

		B		5		Point-to-point interface		Higher maintenance costs due to lack of reusability		(A) Reuse available interfaces, and via ESB or API Gateway.

		B		6		Broadcast interface		Additional costs to protect data that is nice-to-have		(A) At ESB, filter out data that is not needed. 
(M) At receiving system, filter and avoid processing or storing data that is not needed.

		C		Deployment Architecture

		C		1		Two tier / thick client		Sporadic failures due to gaps in client updates & deployment		(A) Adopt 3-tier option from vendor  
(M) Adopt application virtualisation
(M) Limit the number of client installed to a very small number and regularly validate the number and the installations. 

		C		2		Dual facing system		Higher complexity and cost for AIAS system.		(A) Dedicate internet facing system for public or partners, and internal facing system for internal users.  
(M) For an internet-facing system that is mostly meant for public and partners, the internal users will access the system via Virtual Browser or from an IBZ machine.   
(M) For a system that is hosted in the intranet, and is mostly for internal users, provide event-based and time-based access for trusted partners through VPN with posture checking. 

		C		3		Consumer facing system		Poor performance or failure due to unplanned surge		(M) Implement throttling, and gracefully refuse service when threshold is met. 
(M) Use scalable hosting / cloud; and validate the auto-scaling triggers and thresholds. 

		C				Zones, hosting

		C		4		Application components split across multiple hosting locations		Sporadic failures and longer outages due to higher complexity of troubleshooting. 		(A) Locate all primary components (app / db) within the same hosting location. 
(M) Identify abrupt component failure scenarios and test all combinations of recovery. 

		C		5		App specific endpoints (e.g. kiosks, medical devices) spread across multiple sites		Sporadic failures due to gaps in client updates & deployment		(A) Adopt on of the converged network options
(M) -

		C		6		Business data stored in non-DB files 		Longer recovery, loss of data or inconsistent data after unplanned failure		(A) Adopt a database solution that provides transaction and data consistency capabilities.  (This may not be suitable for large image repositories or large document repositories.)
(M) Implement file synchronisation, snapshots and application transaction log, so that these are consistent during roll-back.  Test and practice the workarounds with abrupt failure scenarios.

		C		7		Cross-zone integration		Longer recovery due to need for end-to-end tracing through many components		(A) - 
(M) Onboard the standard monitoring tool that enables end-to-end tracing across zones.  Test and practice end-to-end tracing scenarios. 

		C		8		Key management		Loss of data due to human-dependent management of keys		(A) Onboard the standard key management solution. 
(M) Implement and regularly practice a documented SOP. 

		C				HA

		C		9		OS and DB level clustering only		Long recovery from outages due to manual application level recovery		(M) Test and practice recovery from abrupt failure scenarios. 
(M) Implement scripting of application cleanup and end-to-end application post-recovery verification.

		C		10		Cross-site storage level data replication		Long recovery and/or inconsistent data after recovery, unable to meet RTO, RPO		(A) Adopt database level replication. 
(M) Implement application specific checkpoints and cleanup.  Test and practice the workarounds with abrupt failure scenarios.  
(M) Revise RPO expectations with user acceptance. 

		C		11		Middleware load balanced cluster		Performance issues and failures due to poor understanding of LB capabilities		(M) Identify performance and alert thresholds for LB failures. 
(M) Train the team to understand the load balancing configuration options; document the SOP for validation of these configuration settings after each update, and during troubleshooting. 

		C		12		Backup scope unclear		Gaps in backup and data loss; 
Slow recovery from system failure. 		(A) Data retention is clarified.   Exclusion of large data sets, where applicable, are agreed.  
(A) Data loss threshold is clarified.  Frequency of transaction log backup to separate storage meets this threshold.  
(M) Backups for both system and data are implemented to facilitate recovery. 

		D		Non-Functional Requirements

		D				Monitoring  & Maintenance

		D		1		Medical device / IOT device monitoring		Slow response to problems due to gaps in monitoring		(A) Vendor provides specialised monitoring
(M) Train the team to use vendor monitoring tool
(M) Implement custom device polling

		D		2		Non-standard system monitoring		Slow response to problems due to skills or manpower gaps in system level monitoring, or because vendor access to monitoring data is restricted 		(A) Onboard standard system monitoring tool
(M) Train the team to use the monitoring tool; provision the budget for training and manpower for the non-standard tool.

		D		3		Non-standard application monitoring		Slower response to problems due to skills or manpower gaps in application level monitoring, or because vendor access to monitoring data is restricted		(A) Onboard standard application montioring tool
(M) Train the internal team to use the monitoring tool; provision the budget for training and manpower for the non-standard tool

		D		4		Manual application health checks & housekeeping		Systems potentially unavailable at start of business day, especially after system updates.		(A) -
(M) Implement scripts for health check and housekeeping.

		D		5		Maintenance tasks performed by vendor or IHIS operator manually. 		Unplanned outage, loss of data, or functional errors due to human mistakes.  		(A) Tasks are scripted, tested in non-production environments, and triggered only by scheduler in production.  Operator actions limited to scheduling additional tasks. Production and non-production access is segregated.
(M) Tasks are tested in non-production environments and steps are reviewed before applying in production. 

		D		6		Multiple parties involved in maintenance		Gaps or hand-off failures during incident response and support		(A) Establish and agree on the scope of responsibilities for each party, and the information required at each hand-off. 
(M) Establish a joint support forum that is used to share critical information and resolve cross-party issues. 

		D		7		Multiple busineess owners		Gaps in core KTLO activities, such as upgrades, DR tests.		(A) Establish and agree on regular schedule ahead of go-live. 

		D				Data Retention

		D		8		Housekeeping of business data, application log and temporary data		Additional costs to protect data that is no longer needed; performance issues or system failures due to storage growth. 		(A) Data retention is clarified.  Exclusion of large data sets, where applicable, are agreed. 
(A) Housekeeping rules is agreed, and implementation is budgeted and scheduled. 
(M) -

		D		9		Archival		Additional costs and performance issues because data not archived and removed		(A) Data archival rules are agreed.  Implementation and testing of archival solution is budgeted and scheduled.  
(M) -

		D				Data Migration

		D		10		Data migration environment 		Insufficient resources for staging and protection of staging data		(A) Provision for separate resources with production level data protection.
(M) -

		D		11		Data quality		Data quality issues in to-be system due to gaps in data cleansing		(A) -
(M) Existing data quality has been assessed.  User resources have been committed to review and resolve issues, the resourcing is sufficient for the expected volume of data to be migrated and expected rate of quality issues.  

		E		Implementation

		E		1		High manpower requirement		Unable to mobilise in time, leading to project quality issues and delays
Use of offshored / part-time resources leading to widespread quality issues and rework. 		(M) Contract for augmented resources to tide over gaps
(A) Project is split into phases to reduce peak resource requirement.
(M) Percentage of offshore effort is limited.  Communication and tracking overheads are accounted for, i.e. have been added into the work effort estimates.  

		E		2		Skilled or certified resources required, e.g. software platform, network, security.		Use of under qualified or role-mismatched staff for critical roles, leading to widespread quality issues and rework. 		(A) Pre-qualified and certified staff will be hired as part of resource mobilisation, and there is sufficient runway for the hiring, e.g. 6 months.
(A) Provision for early training and certification for identified staff. 
(M) Engage and control external certified professionals to augment the team

		E		3		Multiple parties / organisations in the delivery		Highly serialised work structure and tight dependencies that are easily missed, and missed dependencies leading to project delays. 		(A) Reduce the number of parties involved, including sub-contractors and outsourcing parties. 
(M) Tasks are broken down further to reduce hard dependencies, and dependencies are closely monitored. 







Risk Matrix and Tolerance

				Tolerance of Solution Risks						Risk Matrix

		Very High		Risk should not be accepted.  Immediate corrective action is required if the system is already live.  For inflight implementations, the solution must be corrected to reduce risk to an acceptable level before go-live. 						Severity of impact		Very Severe
5		Medium		Medium High		High		Very High		Very High

		High		(same as Very High)								Severe
4		Low		Medium		Medium High		High		Very High

		Medium High		Risk can be accepted, if there are no solutions due to technical, operational and cost feasibility constraints.  The acceptance needs to be documented in the product risk register, with reasons and justifications, and with appropriate management approval.  								Moderate
3		Low		Medium		Medium		Medium High		High

		Medium		(same as Medium-High)								Minor
2		Low		Low		Medium		Medium		Medium High

		Low		Risk can be accepted.  								Negligible
1		Low		Low		Low		Low		Medium

														Rare
1		Unlikely
2		Possible
3		Likely
4		Highly Likely
5

														Likelihood of Occurrence

		Note		Risk acceptance is not perpetual and requires periodic monitoring and review.  The primary responsibility for risk acceptance monitoring lies with the system owner or risk owner.  





















Likelihood Impact Guidelines

		Likelihood		(1) Rare		(2) Unlikely		(3) Possible		(4) Likely		(5) Almost Certain

		Parameters

		Frequency of Occurrence		May occur once every 5 years or more		May occur once every 2 – 4 years		May occur once a year up to a few times a year (i.e. 1 – 4 times a year)		Will probably occur several times a year up to once a month (i.e. 5 – 12 times a year)		Expected to occur more than 12 times a year

		Probability		< 5% chance of occurring within the 3 years horizon		Between 5% and 25% chance of occurring within the 3 years horizon		Between 25% and 50% chance of occurring within the 3 years horizon		Between 50% and 75% chance of occurring within the 3 years horizon		³ 75% chance of occurring within the 3 years horizon

		Qualitative Descriptor		Remote and not expected to occur, conceivable only under extreme circumstances		Conceivable but no indications or evidence to suggest occurrence under normal circumstances		Has occurred before, and some indications to suggest possibility of re-occurrence		Some evidence to suggest expected occurrence		Strong evidence to suggest the risk will occur or may occur repeatedly

		Impact Parameters		(1) Insignificant		(2) Minor		(3) Moderate		(4) Major		(5) Severe

		Strategic / Reputation		•No significant adverse publicity
•No impact on credibility and key stakeholders’ confidence		•Publicity on adverse event contained / Limited media exposure
•Limited impact on credibility and key stakeholders’ confidence		•Unfavourable publicity in multiple media (including social media)
•Damage to reputation from key stakeholders’ perspective
•Some public discussions and calls for specific actions		•Negative publicity in multiple media (including social media)
•Damage to reputation from a healthcare industry perspective
•Loss of credibility and key stakeholders’ confidence
•Widespread negative public discussions		•Company’s credibility and effectiveness called to question at the national level and beyond
•Negative publicity or damage to reputation from a national perspective
•Total loss of credibility and key stakeholders’ confidence
•Political intervention required

		Legal and Regulations		•No adverse legal and regulatory consequence		•Verbal warning by authorities		•Formal warning from regulatory body		•Sanction or penalty from regulatory body (e.g. fines)		•Statutory punishment resulting in suspension / removal of license, prison term or criminal liability
•Ministerial censure or direct intervention from authorities

		Financial		< 0.5% of total operating expenses		0.5-1% of total operating expenses		1-2%* of total operating expenses		2-5%* of total operating expenses		> 5% of total operating expenses

		Human Capital		•Attrition Rate-Sporadic (<5%)
•Normal staff turnover, as compared to national average for last quarter
•No impact on critical business functions		•Attrition Rate -Intermittent (5-9%)
•Turnover higher than national average for last quarter
•Minor short term staff discontent readily resolvable
•Minimal impact on critical business functions		•Attrition Rate – Frequent (10-14%)
•Turnover higher than national average for last quarter with short term negative impact on staff morale and productivity
•Staff discontent causing short term negative impact on staff morale and productivity
•Substantial impact on critical business functions		•Attrition Rate – Regular (15-19%)
•Turnover consistently higher than national average for past two consecutive quarters with negative impact on staff morale and productivity
•Significant staff discontent causing negative impact on staff morale and productivity.
•Significant impact on critical business functions		•Attrition Rate – Massive (>20%)
•Prolonged staff turnover issues, turnover consistently higher than national average for past three consecutive quarters, with long-term negative impact on staff morale and productivity
•Prolonged staff discontent causing long term negative impact on staff morale and productivity.
•Prolonged significant impact on critical business functions

		Workplace
Health And
Safety		•Negligible injury
•Hospitalisation not required		•Minor non-permanent injury
•Reversible disability / impairment / disorder
•First Aid / Medical Treatment
•Hospitalisation not required		•Semi-permanent injury
•Moderate irreversible disability / impairment / disorder
•Loss time or restricted duty		•Major permanent injury
•Severe disability / impairment / disorder
•Significant loss time or prolonged restricted duty		•Death

		Project Schedule and Cost		£ 5% schedule slip or cost overrun		5-10% project schedule slip or cost overrun		10-15% project schedule slip or cost overrun		15-20%  project schedule slip or cost overrun		> 20% project schedule slip or cost overrun

		Mission Critical System Disruption (Unplanned)		Downtime < 22 min (99.95%) 		Downtime < 44 min (99.9%)		Downtime 44-120 min 		Downtime 120 min - 3.6 hrs  (99.5%)		Downtime > 3.6 hours

		Information & IT Security – IT Security (System Breaches)		Unsuccessful attempts to gain access to systems or data		Breach of security or virus attack resulting in warnings.		Breach of security or virus attack resulting in temporary disruption of services (2 to <4 hours)		Breach of security or virus attack resulting in suspension of services (≤ 1 day).		Breach of security or virus attack resulting in suspension of services (>1 day)

		Information& IT Security – Leakage or Corruption of Information / Data		•Personal data loss that only involves business contact information
•Inadvertent disclosures to other staff or other persons under obligation to confidentiality		•Administrative errors that can be recovered in time such that the data recipient is unlikely to make further data disclosure
•Inconsequential data loss, such as loss of data protected by encryption and strong passwords in portable storage media		•Unauthorised disclosure of personal data that is unlikely to give rise to discrimination or any other negative impact against a person and affecting less than 100 individuals 
•Calls for specific actions to notify affected individuals whose personal data have been compromised		•Unauthorised disclosure of personal data that is unlikely to give rise to discrimination or any other negative impact against a person and affecting more than/ equal to 100 individuals 
•Unauthorised disclosure involving health information that could (a) lead to stigmatization or discrimination, or (b) warrants special protection by legislation and affecting less than 100 individuals		•Unauthorised disclosure involving health information that could (a) lead to stigmatization or discrimination, or (b) warrants special protection by legislation and affecting more than/ equal to 100 individuals

		Patient Safety		•Patients with no injury or increased level of care or length of stay.
•Will include near misses.		•Patients requiring increased level of care, including the following:
•Review & evaluation 
•Additional investigation 
•Referral to another clinician		•Patients with permanent lessening of bodily functioning (sensory, motor, physiologic or intellectual) unrelated to the natural course of the illness and differing from the expected outcome of patient management or any of the following:
•Increased length of stay 
•Additional operation or procedure		•Patients with major permanent loss of function (sensory, motor, physiologic or intellectual) unrelated to the natural course of the illness and differing from the expected outcome of patient management or any of the following:
•Disfigurement 
•Surgical intervention required		•Patients with death, unrelated to the natural course of the illness & differing from the immediate expected outcome of the patient management or any of the following:
•Procedures involving the wrong patient or body part 
•Suicide 
•Retained instruments or other material requiring surgical procedure 
•Intravascular gas embolism resulting in death or neurological damage 
•Haemolytic blood transfusion 
•Medical effort leading to death 
•Material death or serious morbidity associated with labour or delivery 
•Infant abduction or discharge to wrong family

		Impact to Environment		No impact or negligible impact to the environment		Minor damage to the environment; damage may take some time to recover		•Some damage to the environment; damage may take a significant time to recover
• Warnings may be imposed by regulator(s)		•Major damage to the environment which may lead to irreversible impact to the environment 
•Warnings and fines imposed by regulator(s)		•Severe damage to the environment; damage is irreversible
•Severe fines imposed by regulator(s) and/or organisation is forced to stop its work process





Risk Worksheet

		RIsk ID		Source of Risk		Risk Description		Gross Risk Rating
(Likelihood, Severity of Impact)		Avoidance (A) & Mitigation (M)		Residual Risk Rating
(Likelihood, Severity of Impact)

				Technology Risk

		1

		2

		3

				Implementation Risk

		1

		2

		3

				Security Risk

		1

		2

		3



				RIsk Rating = L, M, MH, H, VH

				Likelihood = 1 to 5

				Severity of Impact = 1 to 5

				Values

				M (1,5)

				L (1,4)

				L (1,3)

				L (1,2)

				L (1,1)

				MH (2,5)

				M(2,4)

				M(2,3)

				L (2,2)

				L (2,1)

				H (3,5)

				MH (3,4)

				M (3,3)

				M (3,2)

				L (3,1)

				VH (4,5)

				H (4,4)

				MH (4,3)

				M (4,2)

				M (4,1)

				VH (5,5)

				VH (5,4)

				H (5,3)

				MH (5,2)

				M (5,1)





Risk sample

		RIsk ID		Source of Risk		Risk Description		Gross Risk Rating
(Likelihood, Severity of Impact)		Avoidance (A) & Mitigation (M)		Residual Risk Rating
(Likelihood, Severity of Impact)

				Technology Risk

		1		Non-standard OS and components		Extended outage due to lack of skilled internal resources		M(3,3)		Purchase premium support from product principal.		L(1,3)

		2		Batch interfaces		Functional failure because data received at Smart DataHub is incomplete.		M(3,3)		Reconcile data when receive and implement monitoring and alerts during batch job completion 
		M(2,3)

		3		Non-standard application monitoring		Slower response to problems due to skills gaps in application level monitoring.		MH(3,4)		Train the internal team to use the monitoring tool; provision the budget for training and manpower for the non-standard tool		L(1,3)

				Implementation Risk

		1		Skilled or certified resources required to implement NeMSW Pega platform		Use of under qualified or role-mismatched staff for critical roles such as UI designer/ System Architect may lead to widespread quality issues and rework. 		(H4,4)		- Pre-qualified and certified staff will be hired as part of resource mobilisation.
- Provision for training and certification for existing staff.
- Engage external certified professionals to augment the team		M(2,4)

		2		Multiple parties in the delivery		Highly serialised work structure and tight dependencies that may result in missed dependencies leading to project delays. 		M(3,3)		
-Tasks are broken down further to reduce hard dependencies, and dependencies are closely monitored. 		M(2,3)

				Security Risk

		1		Impending EOS components		Critical defects not addressed leading to system vulnerable to security compromises		H(4,4)		Upgrade to latest stable supported versions.		L(1,4)

		2		Open source platform components		Extended outage due to lack of support; 		H(4,4)		Use well established, commercially supported equivalents.
 		L(1,4)



				RIsk Rating = L, M, MH, H, VH

				Likelihood = 1 to 5

				Severity of Impact = 1 to 5

				Values

				M (1,5)

				L (1,4)

				L (1,3)

				L (1,2)

				L (1,1)

				MH (2,5)

				M(2,4)

				M(2,3)

				L (2,2)

				L (2,1)

				H (3,5)

				MH (3,4)

				M (3,3)

				M (3,2)

				L (3,1)

				VH (4,5)

				H (4,4)

				MH (4,3)

				M (4,2)

				M (4,1)

				VH (5,5)

				VH (5,4)

				H (5,3)

				MH (5,2)

				M (5,1)





Version
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		v01		Initial draft		5/20/21		Su Yuen

		v02		Incorporated feedback from Leong Seng and CK		6/17/21		Su Yuen

		V03		Added 1) Likelihood and Impact Parameters tab 2) Risk sample 		9/1/21		Gerald










